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#1: What kind of Class Actions Are Trending? 

The Trend: Privacy and Advertising Class Actions are on the Rise

• Privacy:
• Ransomware
• Phishing 
• Network Intrusions
• Data Transfer and Collection

• Advertising:
• False Labeling Claims
• Product Ingredient/Origin 
• Sustainability



#2: Damages? Are Nominal Damages a Thing?

The Trend: Damages theories still stem from statutory claims, consumer protection acts, implied consumer contracts (privacy) policies, and 
negligence…but the new threat is nominal damages.

• In March of 2021, in Uzuegbnam v. Preczewski, the Supreme Court held that the award of nominal damages is sufficient to redress a past 
injury, satisfying Article III’s redressability requirement.  

• Here’s what happened: an evangelical Christian student was threatened with disciplinary action for speaking in a free speech zone despite 
obtaining an appropriate permit.  A campus policy officer said he violated school policy because his speech led to complaints. The Plaintiff sued 
for violations of First Amendment rights and sought only injunctive relief and nominal damages.  During litigation, the college abandoned the 
challenged policies, rendering the injunctive relief moot.  

• The district court held that plaintiffs’ sole pursuit of nominal damages was insufficient to establish standing and dismissed.  The 11th Circuit 
affirmed. The Supreme Court reversed.  

• Justice Thomas said that Plaintiffs satisfied the injury-in-fact and traceability requirements for Article III standing. He concluded that the 
prevailing rule at common law was “well established” and that “a party whose rights are invaded can always recover nominal damages without 
furnishing any evidence of actual damage.”  This rule developed because of certain “noneconomic rights that individuals had at that time” such 
as “due process or voting rights.”  A contrary rule historically would have left litigants without any remedy.  “By permitting plaintiffs to pursue 
nominal damages whenever they suffered a personal legal injury, the common law avoided the oddity of privileging small-dollar economic 
rights over important, but not easily quantifiable, nonpecuniary rights.”  The majority emphasized that simply requesting nominal damages 
would not “guarantee[] entry to court”  and “concern[ed] only redressability.”  Any plaintiff still had to establish the other elements of 
standing, plead a cognizable cause of action, and “meet all other relevant requirements.”



#2: Damages? Are Nominal Damages a Thing?

Key takeaway/Practical tips:
• Plaintiff’s counsel will undoubtedly attempt to argue that this opinion 

will lessen the burden on any plaintiff in satisfying Article III standing in 
cases not involving a federal question—for example, a putative class 
action under CAFA diversity jurisdiction.

• The more likely outcome is that the holding will be limited to the purely 
constitutional cases based on federal question jurisdiction.  

• The Court’s upcoming decision in TransUnion LLC v. Ramirez will be 
instructive.  There, the Court will have to resolve whether Article III (or 
Federal Rule of Civil Procedure 23) permits a damages class action where 
most of the class suffered no actual injury.  



#3: What about actual damage theories?  

The Trend: Injury theories in data privacy cases continue to evolve, to varying degrees of 
success. 

• Future Risk of Injury – I don’t have one now, but the bad guys might have my data and 
might use it one day in a bad way. 

• Credit Monitoring – I purchased credit monitoring, at great expense to me, just in case 
something bad might happen to a credit account. 

• Lost Time – I am super busy and annoyed. 

• Out of pocket losses – Unreversed charged on payment cards (yeah right), costs to manually 
submit taxes, cost of gas to pay a bill in person when I was waiting for my replacement card.



#3: What about actual damage theories?  
• Loss of Access – I tried to get my records while your systems were down and have suffered 

some harm because of that delay.
• Unjust enrichment – Part of the cost of the product was for information/data security, and 

since yours was deficient, I was that portion disgorged from your profits.
• Benefit of the bargain – The product was less beneficial than bargained for because of the 

privacy intrusion, so I want that portion back. 
• Loss or privacy – My information has value and now that it has been released, it is less 

valuable. 
• Statutory penalties – CCPA, CMIA, or other state statutes that provide a sum certain per 

every record that may have been released or accessed in the incident.



#3: What about actual damage theories?  

Key takeaway/Practical tips:
• Plaintiffs do not need a real injury to bring a lawsuit after a 

data incident.
• Winning Standing could be a jurisdictional strategy.
• Statements in your policies/branding/notices will be the 

difference.



#4: Wiretapping Claims. Are advertisers at risk? 

The Trend: Wiretapping claims are being brought based on consumers’ interactions with 
retailers’ websites 
• Recent influx of cases concerning use of software to track visitors’ actions on websites and 

record mouse clicks and movements and other information about website visits.
• Plaintiffs allege that mouse clicks and scroll movements, keystrokes, and page and content 

viewed constitute “communications” and that the software “intercepts” the “contents” of their 
“communications.”

• Plaintiffs assert violations of the Federal Wiretap Act and various state counterparts (often in 
conjunction with invasion of privacy claims). 



#4: Wiretapping Claims. Are advertisers at risk? Yes.

Key takeaway/Practical tips:
• Ensure a sufficient privacy policy is prominently displayed on the 

website.
• Consider a “clickwrap” agreement rather than a “browsewrap” 

agreement, requiring a website visitor to affirmatively consent to the 
recording and tracking of his activities.

• Evaluate whether collecting and storing any personal information is 
necessary for the intended purpose. 



#5: Arbitration Clauses and Class Action Waivers.  
Be careful what you wish for.

The Trend:  Arbitration provisions and class action waivers in online terms and conditions as a 
useful strategy in avoiding class actions as e-commerce explodes during the pandemic. 

• Online retailers are increasingly trying to require arbitration of any dispute concerning online 
purchases by making an agreement to arbitrate and a class action waiver a condition of 
purchase.

• Courts continue to enforce arbitration clauses and class action waivers in consumer arbitration 
agreements, as the Ninth Circuit did in Stover v. Experian Holdings, No. 19-55204 (9th Cir. Oct. 
21, 2020).

• In response, Plaintiffs’ lawyers are filing individual arbitrations en masse.



Key takeaway/Practical tips:
• Death by a thousand cuts. Consider whether defending a myriad of 

arbitrations is more efficient and less costly than disposing of claims in a 
class action. 

• Revisit arbitration provisions in consumer contracts to ensure that they 
effectively compel arbitration.

• Recognize there is no one-size-fits all approach.

#5: Arbitration Clauses and Class Action Waivers.  
Be careful what you wish for.



#6: Can Consumer Surveys Substantiate 
Allegations Consumers Were Misled?

Plaintiffs are trying, but the Reasonable Consumer Standard still applies.

The Trend: More plaintiffs are trying to get past the initial pleading stage by adding allegations related to consumer 
surveys that purport to show consumers were misled by a defendant’s advertising.

• Yu v. Dr Pepper Snapple Group, No. 18-cv-06664-BLF (N.D. Cal. Oct. 6, 2020) -- newly-added allegations about 
consumer surveys in amended complaint were not enough to save plaintiff’s claims.

• Iran v. Sioux Honey Ass’n Coop., 2020 U.S. Dist. LEXIS 124389 (C.D. Cal. July 13, 2020) -- the court granted summary 
judgment concluding that the consumer survey relied upon by plaintiff “avoided the relevant question” of whether a 
reasonable consumer would interpret the term “pure” to exclude trace amounts of glyphosate.



#6: Can consumer surveys substantiate 
allegations consumers were misled?

Key takeaway/Practical tips:
• Courts continue to find that consumer surveys are not a talisman that can 

rescue otherwise deficient or inadequate pleadings.
• Even if a plaintiff gets past the pleading stage, courts still require survey 

evidence to address the reasonable consumer standard.



#7: Sustainability and Animal Treatment

The Trend:  Given the interest in sustainable environmental 
practices and animal welfare, more sourcing and sustainability 
class actions are being filed.



#7: Sustainability and Animal Treatment

Key takeaway/Practical tips:
• Ensure label statements and marketing claims are supported.
• Maintain records supporting the marketing claims made, any 

changes, and remember the reasonable consumer standard 
still applies.



#8: The Lanham Act. Exposure Intensifies.
The Trend: Lanham Act claims related to false advertising likely to 
increase after the Supreme Court held plaintiffs can recover 
defendants’ profits without proof of willfulness.
• In Romag Fasteners, Inc. v. Fossil Group, Inc., 140 S.Ct. 1492 (2020), the United States 

Supreme Court held, unanimously, that a plaintiff in a trademark infringement case 
is not required to show the defendant willfully infringed plaintiff’s trademark as a 
precondition to a profits award.

• The Court’s decision was based on the lack of intent required in 15 U.S.C. § 1125(a), 
under which false advertising claims also fall; likely causing a ripple effect on false 
advertising claims.  



#8: The Lanham Act. Exposure Intensifies.
Key takeaways/Practical tips:
• Ignorance is not necessarily bliss. (However, “subject to the 

principles of equity,” a defendant’s mental state is likely to still 
impact a court’s consideration of a profits award, with mental 
state remaining a “highly important consideration”)

• The specter of profits awards will increase the cost of 
litigation and trial risk for accused infringers.  Expect plaintiffs 
to demand financial records early in litigation.



#9: Vendors? Are my contracts good enough?

The Trend: Litigation over viability of limitation of liability and indemnity clauses post cyber event. 
• In May of 2020, Princeton Community Hospital Association Inc. v. Nuance Communications, Inc., No. 1:2019cv00265 -

Document 24 (S.D.W. Va. 2020)
• Here’s what happened: PCH allowed its vendor, Nuance, credentials to its system. Microsoft issued a system patch and PCH 

alleged that Nuance failed to implement patch. When a threat actor exploited the vulnerability that the patch would have 
prevented, it suffered millions in system damages and business losses. It sued Nuance for those losses and Nuance defended 
on the basis of its contractual limitations of liability provision. 

• With respect to Nuance’s liability exclusion in Section 12.3 of the agreement, the court pointed out that Section 12.2 stated
“[n]othing in this Agreement shall be taken to exclude or limit Nuance's liability for ... tangible property damage caused by 
its negligence in providing services at Company locations; or to the extent that such exclusions or limitation is not otherwise 
permitted by law.” The court found that PCH’s pleading that its computer systems were all shut down and destroyed was a 
sufficient allegation of damage to the computers themselves, therefore constituting a sufficient allegation of tangible 
property damage caused by Nuance’s negligence. On this point, the court appears to have sided with the reasoning, which 
varies from court to court, that a computer shutdown is not merely a loss of data, but tangible property damage.



#9: Vendors? Are my contracts good enough?
Key takeaway/Practical tips:
• Do your contracts exclude liability for consequential, indirect, and special damages?
• Do you contracts have a liability cap provision that limits the vendor’s total liability in contract 

and tort to one of the following: a specified amount, the total fees paid to the vendor over a 
specified time period (e.g., six, twelve, or more months preceding the claim), or an amount 
available under the vendor’s insurance policy?

• Are there any exceptions to the liability cap?
• Property damage?
• Unauthorized access to the customer’s IT environment or data caused by an act or omission of the vendor?
• Damage to, impairment of, disablement of, or loss of use of any computer system, hardware, software, data, 

tangible property, or any other property caused by an act or omission of the vendor. 

• What does your indemnification provision say? Does it apply to first party and/or third parties? 
• Are you requiring your vendors to carry appropriate insurance? 



#10: Emerging Pitfalls in Class Action Settlements

The Trend:  Preliminary and final approval of class action settlements continue, but Courts and litigants should now take a much closer look at 
settlement terms.

“How to Lose a Class Action Settlement in 10 Ways,” according to the Ninth Circuit

• On June 1, 2021, the Ninth Circuit reversed the district court’s approval of a settlement of a false advertising putative class action against 
ConAgra Foods, and held that under the 2018 revision to Fed R. Civ. Proc. 23(e)(2)’s fairness factors, courts must apply the heightened scrutiny 
required by In re Bluetooth Headset Products Liability Litigation, 654 F.3d 935 (9th Cir. 2011) to post-class-certification settlements in deciding 
whether division of funds between class members and their counsel was fair, reasonable, and adequate. Briseño v. Henderson, No. 19-56297 
(9th Cir. 2021)

• “Red Flags” that class members may have been shortchanged in a settlement include: (1) disproportionate distribution of “claims made” 
settlement; (2) “clear sailing arrangements” where defendants agree not to challenge class counsels’ request for attorneys’ fees; and (3)
“kicker/reverter” clauses where defendants receive remaining funds if court reduces agreed-upon attorneys’ fees

Is the Eleventh Circuit paving the way to the end of incentive payments for class representatives?

• In September 2020 and again on June 3, 2021, the Eleventh Circuit in two separate appeals vacated the district courts’ award of incentive 
payments to class representatives in based on two United States Supreme Court cases from the 1800s. Johnson v. NPS Solutions, LLC, No. 18-
12344 (11th Cir. 2020); Huang v. Equifax, No. 20-10249 (11th Cir. 2021)



#10: Emerging Pitfalls in Class Action Settlements

Key takeaway/Practical tips:
• When negotiating post-class certifications settlements, be wary of the 

terms identified by the Briseño Court as “red flags” in settlement 
fairness reviews, particularly in the Ninth Circuit

• Do not assume that, since incentive awards have routinely been 
approved in the past, they will continue to be, especially in the Eleventh 
Circuit 



US Consumer Privacy Enforcement and 
Rulemaking: CCPA, CPRA, VCDPA and 

Beyond

June 15, 2021
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U.S. Data Privacy and Security Laws
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• Federal and State: Requirements to protect privacy and secure data from FTC 
regulations and other federal legislation (e.g., GLBA, HIPAA, COPPA), and state data 
breach and privacy laws (e.g., CCPA/CPRA, CDPA, California IOT security law, biometric 
privacy laws).  Over 150 privacy laws in California alone.

• CCPA/CPRA: California’s comprehensive data protection legislation recently amended 
by the passage of CPRA, which will become effective January 1, 2023. Private right of 
action available for unauthorized access, exfiltration or disclosure of personal 
information.

• New and Upcoming State Legislation: Nevada, Virginia, and Colorado* have data 
privacy laws on the books and several other states (New York, Pennsylvania, etc.) are 
aiming to pass comprehensive privacy regulations.  

>

>

>



New and Pending U.S. State Privacy Laws 
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• CA: CCPA and CPRA
• VA: Consumer Data Protection Act (CDPA)
• NV: Nevada Privacy of Information Collected on the 

Internet from Consumers Act 
• CO: Colorado Privacy Act*

Enacted

• NY: New York Privacy Act (NYPA)

Pending



4



CA AG Enforcement Priorities
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• Notice at Collection + Privacy Policy
• “Do Not Sell”

• Cookie Audits
• Service Provider Addendums

• Non-discrimination and Notice of Financial 
Incentive

Do Not 
Sell

Non-
Discrimination

Notice

Civil Penalties: $2,500-$7,500 for each violation



CCPA Litigation
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• Statutory Damages Factors (§ 1798.150(a)(2)):

• Nature and seriousness of the misconduct;

• Number of violations;

• Persistence of the misconduct;

• Length of time over which the misconduct occurred;

• Willfulness of the defendant’s misconduct; and 

• Defendant’s assets, liabilities, and net worth

• $100 - $750 per consumer per incident or actual damages; no material 
harm needed

A breach that affects 10,000 California 
residents could result in $1,000,000 to 
$7,500,000 in exposure



Recent Litigation
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CCPA by the numbers
• 339 federal cases and 30 state cases 
• Approximately1/3 of all CCPA cases are not about data 

breaches

Recent Cases
• In Re: Zoom: failure to maintain reasonable security 

procedures when it allegedly “sold” data with certain 
third parties. 

• In Re: Hanna Andersson and Salesforce.com: data 
breach settlement.

• Google: collection of PI without notice and consent.
• Walmart: PI data leak to dark web.



CPRA Enforcement
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New Agency
•New California Privacy Protection Agency 

(CPPA), responsible for enforcement and 
rulemaking

•$10M budget and staff size of FTC

Amended Right to Cure
•Private right of action available for breaches 

due to failure to implement reasonable 
security measures

•No automatic right to cure (based on CPPA’s 
discretion)

•30-day cure period for private claims related 
to data breaches, but remedial measures 
following a security breach do not constitute a 
“cure”



CPRA Enhanced Consumer Rights
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New Business Obligations Additional Rulemaking

• Categories of sensitive PI
• Definition of “deidentified” and “unique 

identifier”
• Trade secrets and IP rights exceptions
• Business purpose exception
• Definition of “intentional interacts”
• Defining “specific pieces of information” 

collected from consumers
• Cybersecurity audit requirement
• Sensitive personal information risk 

assessment requirement
• Opt-out rights relating to automated 

decision-making

Right to 
Correction Do not “share”

Sensitive PI Use 
Limitations

Right to opt-out 
of automated 

decision making 
and profiling 



The Gap Assessment
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• Distinguishing what the organizations practices are 
from what they need to be

What is it: 

• Baseline for gap identification (e.g. relevant law, NIST 
framework, etc.)

• Results of data mapping
• Existing policies/procedures/governance 

docs/controls documentation

Helpful/necessary inputs



The Gap Assessment Consists of:
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Identifying the nature 
of PI collected, used, 
disclosed and 
maintained across an 
organization

Reviewing PI handling 
practices, including 
how information is 
collected, used and 
disclosed and 
practices for 
retaining, disposing of 
and protecting PI

Identifying gaps and 
risks by comparing 
current practices to 
specific criteria (e.g. 
state laws)

Determining risk-
mitigation strategies



Gap Assessment Benefits
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Systematically identifies and assesses risks so that effective corrective actions can be implemented

Provides a baseline assessment of current information practices and risks needed to guide the 
development of a comprehensive privacy program 

Assesses organizational readiness for the introduction of new legislation so that policies, procedures, 
training, etc. can be developed or modified accordingly

Demonstrates accountability to senior executives and the board of directors 

Demonstrates accountability and fosters confidence with external stakeholders such as regulators, 
commissioners, data protection authorities and business partners

Prepares the organization for an external review or audit, such as a HIPAA audit,  by identifying gaps and 
risks and developing and/or implementing a plan to mitigate them before the audit occurs



Quick Roadmap
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Notice Requirement

Right to Opt-Out 

Consent / Opt-in

DPA Requirement

Security Requirement



Risk Identification & Reporting
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Identify and document individual risks and 
gaps

Assess risks using the chosen risk assessment 
methodology. 

Identify actions needed to mitigate each 
identified risk. 

Summarize findings and recommendations for  
presentation to stakeholders. 



Strategic Benefit
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• The gap assessment and risk 
analysis provides a foundation 
from which to build or 
strengthen a comprehensive 
privacy program 

• Prepares the organization to 
better handle an ever-changing 
privacy landscape

• Demonstrate compliance to 
relevant stakeholders



All About Influencers & 
Consumer Reviews

Matthew Renick



INFLUENCERS



What is the Big Deal? 
Disclosure of Material Connections + Substantiation



Review of FTC Guides
• Expect revisions in 2021 after new Chair and Director in place
• Comments 2/20-6/20 on topics like

• Do kids, affiliate marketers, review sites need their own guidelines?
• Do small tokens given for reviews need to be disclosed?
• Is a material connection disclosure needed with composite star ratings?
• Do the guidelines match technology?

• Received over 100 comments



Influencers & COVID-19
• Explosion of enforcement focus with COVID-19
• Unprecedented coordination between FTC, FDA, EPA and the states
• Lots of warning letters issued
• Some enforcement seeking penalties

• Greater focus on social media claims since people have not been in stores looking at 
packaging

• FTC concern: lack of competent and reliable scientific evidence to support 
claims related to prevention, treatment, or curing COVID-19 as no such 
study is currently shown to exist for practically all products

• FDA concern: unapproved new drugs



Influencers & Disclosure



FTC v. Teami



Influencer Marketing: Not Just the FTC
• Current Trends: The FTC is 

Not the Only One Watching 
• It’s a global issue
• TINA.Org
• Competitors

• Casper
• Consumers

• Fyre Festival ticket buyers
• The Influencers

• Be clear about ownership rights



When Do I Have to Disclose?
• Any “Material Connection” 

• Payment
• Free product
• Sweepstakes entry
• Other things of value
• Other business or family 

relationship to seller
• Employee relationship

• That would not be expected



When Do I Have to Disclose?



Claim Substantiation
• Advertisers are responsible for substantiating product claims made by 

influencers engaged to promote the brand
• When advertisers repost product users’ social media posts, they may 

be responsible for the truthfulness & accuracy of any claims 
contained therein



Live Events



Virtual Influencers: TinA Applies Pressure
• TinA wants FTC to:

• Apply Testimonial Guides specifically 
to AI influencers

• Require disclosure that they are bots
• Consider what disclosure is needed to 

explain their experiences are not real

• FTC has said the disclosure 
requirements apply; have not yet 
considered the “truth” issues



Disclosure Dos & Don’ts
Naughty List Nice List
[brand]ad Ad, advertising, paid advertising, 

[Brand]Ad

Sp, spon Sponsored

Ambassador, Employee [Brand]Ambassador, 
[Brand]Employee
[Brand]_Ambassador, 
[Brand]_Employee

Partner [Brand]Partner
[Brand]_Partner

Thanks, Thank You, Thanks[Brand] Thanks [Brand] for gifting 
me/Thanks[Brand] for the free 
[detail the stuff given]

[Brand]

Platform disclosure alone



Influencer Agreements & Compliance



So You Want to Engage an Influencer
• An influencer agreement is a 

services agreement
• Services = social media posts
• How to structure the 

agreement
• Short form
• Main agreement w/ SOWs



Key Provisions
• Legal/FTC compliance
• Content guidelines
• Approval/modification/removal
• Compensation
• IP licenses

• Influencer to company
• Company to influencer

• Exclusivity
• Confidentiality
• No obligation



Overview of Services
• Number of posts, and on 

which platform(s)
• Required disclosures/hashtags
• Timeline for deliverables
• Metrics
• Submission of final copies



Training and Monitoring
• Increasingly important due to 

industry trends 
• Rise of micro-influencers 

(10-500k followers)
• Marketers creating their 

own influencer networks
• Increased reliance on 

employees as ambassadors



Training and Monitoring Best Practices
• Review your influencer agreements

• Acknowledgement of FTC, IP and other legal compliance requirements
• Right to monitor/require removal of non-compliant posts
• Delineate services/deliverables
• May help reduce monitoring obligations
• Require disclosure on non-contractual content during term of agreement
• Include morals /noncompete clause equivalents for duration of agreement
• Right to withhold compensation
• Right to terminate

• No contract? Provide the ask that recipients of free product give you 
that shout out, keep it clean, and respect the rights of others



Training and Monitoring Best Practices
• Comprehensive training and monitoring program

• No one size fits all approach
• Develop a realistic program ‒ compliance is key

• Recent consent orders more flexible  on frequency of monitoring
• Keep records

• Agency Agreements
• Review their agreements/disclosures
• Include similar provisions to influencer K

• Rights to terminate/withhold compensation
• Rights to require them to terminate influencers
• Set forth monitoring expectations
• Require record/reports



Considerations for Compliance Programs
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It takes a village! Build and maintain a strong 
connection with your internal AND external 
partners that work with your Brands

Stay 
Connected

Invest time building the foundational 
knowledge and protocols your teams need 
to make quick decisions.  For example, Social 
Media Crisis Protocols can make a big 
difference during stressful situations!

Preparation 
& Speed Go 

Hand-in-
Hand

Industry trade associations and working 
groups can offer valuable insights on new 
platforms, tools and potential legal 
challenges

Engage 
Externally

This Photo by Unknown Author is licensed under CC BY

https://researchleap.com/analysis-b-2-c-social-media-communication-germany/
https://creativecommons.org/licenses/by/3.0/


Practical Tips for Working with Influencers

Do your due diligence 
on partners

Ask for a 
demonstration 

Clarify how editing 
tools & filters may be 
used

Provide multiple 
iterations of pre-
approved claims

Provide disclosure 
instructions by 
platform & feature

23



CONSUMER REVIEWS



Consumer Review Fairness Act
• Protects honest consumer assessments in any forum
• Prohibits contract provisions (including in online terms & conditions) 

that enable companies to sue or otherwise penalize consumers for 
posting negative reviews

• Exceptions allow prohibition on, or removal of, certain types of 
reviews

• FTC and state AG enforcement



Consumer Review Fairness Act
• FTC v. Online Trading Academy (2020)

• In exchange for refunds, company 
required signing form contract w/ non-
disparagement provision precluding 
filing BBB complaints or posting 
negative comments online or on social 
media

• Standard non-disparagement clauses 
may violate CRFA



Moderation & Solicitation
• Look at your content moderation practices

• Are negative reviews being unfairly suppressed?
• How long is moderation taking?

• Look at review solicitations
• Are they phrased in a neutral manner or asking only for positive reviews?
• If giving a coupon or other thank you, is this disclosed when posted?
• Are you asking buyers to talk about product benefits the brand can’t 

substantiate?
• Do you import reviews and, if so, how do you verify them?

• Continue to monitor for overzealous employees



NAD Consumer Review Cases
• JumpSport (#5970): Advertisers are required to identify a 

message as advertising when it appears in a context that 
consumers may reasonably understand to be editorial 
content

• APEC (#6238): Obligation of brands to police reviews on 
third party websites

• Truvani (#6391): Advertisers should check for truthfulness 
and accuracy in the reviews posted in the brand website



NAD Consumer Review Cases
• Shark (#5717): When touting positive consumer reviews in 

advertising (e.g., “Most Recommended” or “Most 5-Star 
Ratings”), the claim need not be supported by more 
traditional consumer survey evidence, but the support 
offered must nonetheless meet requirements for reliability

• Pyle (#6265): Material connection disclosure for 
incentivized reviews, and disclosing that a positive review 
is not necessary to receive incentive

• Bug B Gone (#5889): Material connection disclosure for 
sweepstakes entry via review



NAD Product Review Cases
• Review Collection – Fit Tea, Report #6042 & Schmidt, Report 

#6127

• Solicit Neutrally – Molekule, Report #6134

• Count Reliably – Function of Beauty, SWIFT Report #6938



NAD Product Review Cases
• Reviews Representative of Wide Range of Consumer Reactions –

VitaPulse, Report #6017

• Show Incentives – Chobani, #5715

• Properly Disclose Review Websites as Advertising - Amerisleep, 
Report #6369



THANK YOU!



What’s the Deal 
with Loyalty 
Programs?

June 15, 2021
Jack Ferry, jferry@bakerlaw.com



What is a Loyalty Program?
• Loyalty or rewards programs provide customers a benefit for 

shopping with their brand
• The goal is generally to build brand loyalty
• Airline X tickets cost more than Airline Y, but a customer chooses to 

shop with Airline X because they have status
• This can be the result of a successful loyalty program



What is a Loyalty Program?
• Airline model reflects how programs 

typically work – spend money and earn 
points for future discounts and/or status 
with perks

• Loyalty programs however have become 
increasingly complex

• Points may be given for subscribing to 
emails or having a birthday and could be 
spent on sweepstakes entries or trips

Little known fact – the Seinfeld crew 
always returned to Tom’s Restaurant 
because George earned double points 
there 



What’s the Risk?

Class action lawsuits

Regulatory enforcement

Self-regulatory challenges
Kramer may have had more success if he 
asked Jackie Chiles to represent a class of 
Java World loyalty program members



Terms and Conditions
• The terms and conditions form a contract between the company and 

program members
• Important to have them in case things go wrong

• This includes complaints and customer disputes, but especially in the event of 
litigation

• Best to be protected and to expect the unexpected



Right to Modify/Termination Clause
• Key term to include is the right to modify and/or to 

terminate the program
• Important for program’s sponsor to expressly reserve this right in 

the terms
• Courts have upheld the sponsor’s right to amend the 

program, even when it affects members’ benefits
• However, the more material the change, the more important 

it is to give notice to program members
• Best practice is for terms to include how notice will be provided in 

the event of a change
• Takeaway: Include right to modify and terminate in program 

terms and always give notice to program members before 
making changes that affect their benefits A clear right of termination would 

have helped George end his 
relationship with Susan



Enforcement Example
• AutoZone settled a class action lawsuit in 2019 for $50 million.
• Plaintiffs claimed that the retailer did not provide sufficient notice 

that the expiration date for credits changed from “never” to 12 
months or in some cases 3 months

• The changes applied retroactively and prospectively



Advertising

State Attorneys General and, 
in some states, consumers 
can bring actions for false 

advertising under state 
unfair and deceptive 

practices statutes

If the advertising is 
misleading with respect to 
program benefits, then the 
terms are of limited utility

George gives terrible legal advice – intent is 
not determinative, what matters is if 
consumers are misled



Enforcement Examples
• Important to make sure your terms accurately reflect the program and advertising 

reflects the terms
• Staples settled a class action lawsuit for $2 million in 2016. Some purchases did not qualify for 

points, so a coupon on that purchase should not affect point totals, but Staples allegedly applied 
coupons to the entire purchase rather than just the non-qualifying items.

• Advertising should be careful with respect to how it describes reward points and avoid 
claiming cash equivalency

• The New York AG settled with Walgreens/Duane Reade in 2016 for $500,000, one issue was that 
the advertising implied an immediate cash discount when in fact it was only available on future 
purchases

• The NAD recommended that Office Max and Staples modify or discontinue claims “it’s just like 
cash” or “it’s like getting it for free”



Sweepstakes
• A promotion is an unlawful lottery if it 

includes elements of chance, 
consideration, and prize

• Are loyalty program points consideration 
for purposes of a sweepstakes analysis?

• Unclear - best practice is to provide a free 
alternative method of entry but 
permissible to limit only to loyalty 
program members



FTC Endorsement Guides
• A material connection between an advertiser and an individual 

posting on its behalf must be disclosed
• FTC Cole Haan “Wandering Sole” Promotion

• Require that members include disclosures if they are incentivized with 
points to:

• Post Reviews
• Refer a Friend via Social Media
• Post on Social Media Generally



CAN-SPAM and TCPA
• Federal laws regulating unsolicited emails 

and calls/text messages respectively
• Marketing calls or texts have a much 

higher consent threshold
• If a loyalty program incentivizes members 

to forward an email to friends, then the 
loyalty program is a “sender” and can be 
responsible for CAN-SPAM compliance

Jerry clearly was not on the Do-Not-
Call Registry



California Consumer Privacy Act (“CCPA”)
• A program or discount related to the collection of Personal Information trigger 

CCPA financial incentive requirements
• Must include notice of financial incentive at sign-up

• Must include in disclosure how the value of  the consumer’s data is reasonably 
related to the financial incentive

• A program cannot discriminate against a member for exercising CCPA rights 
unless it can show that practice is reasonably related to the value of the 
consumer’s data to the business

• There are some exceptions, most notably for removing program membership when an 
individual exercises their right to delete



Questions?



Taxing Bytes – State Taxation of 
Digital Advertising and Data

Matt Hunsaker
Michael Semes



Background / Overview

• What’s the issue?
• Why is this important to me?
• Why act now?
• What’s the game plan?



The numbers

• 3
• 6
• 1
• 10 – 20 billion



Digital Advertising Tax Timeline

New York AB 734

New York SB 302 

New York SB 1124

Connecticut HB 6187

Montana LC 3237
New York S4959 

Maryland SB 732
Maryland SB 787

West Virginia SB 605

Arkansas SB 558

Texas HB 4467

1/1/2021 2/1/2021 3/1/2021 4/1/2021



The numbers

• 3 months
• 6 states have proposed new taxes on digital advertising
• 1 state has enacted a tax
• $10 - $20 billion estimated annual cost of new taxes
• 5%– 10% increase in cost of digital advertising

How – and how significantly - does this impact me?
How can I mitigate the negative impact?



So what?
• How does this impact me? 

• Vendors will pass cost of tax on
• Cost of digital advertising will increase 5% - 10%

• Why act now?
• Stop the spread
• Laws are legally suspect

• What’s the game plan?
• State level lobbying / increase awareness
• Form / participate in coalitions / trade groups
• Review contracts and work creatively with vendors
• Challenge laws



Innovate with

Katherine Lowry
Director of Practice 
Services, Head of IncuBaker

klowry@bakerlaw.com
@KatherineMLowry
@KatherineLowry

@IncuBaker



Introduction to 

Diverse Team of Legal Professionals and Technologists 

Working to help you…
• Improve Efficiency
• Mitigate Risk
• Enhance Legal Services 

IncuBaker™ is technology agnostic, using our experience and strong vendor 
relationships to develop the best approach for each client’s unique goals. 





Services



Privacy Debt:
What is it?
How does my organization:

• Identify it?
• Account for it?
• Avoid it in the future?



Privacy Debt:

The concept that there are financial, reputational, and 
operational consequences to mismanagement or misuse 
of customers’ private information.

+ employee
+ contractors Daniel Terdiman, “The rising threat of privacy debt,” Workflow, ServiceNow, 2021



You might have
Privacy Debt if…

A consumer 
requested changes 
to their data, and 
you are unaware of 
what to do

Your organization 
lacks a privacy-
preserving digital 
marketing strategy

You are unable to 
identify where the 
data lives 
internally/on your 
systems

You are not tracking, 
nor are you aware of 
the data coming in 
and leaving your 
business



TrustArc 2021 Global Privacy Benchmarks Report



Industries
Affected by the 

data breach 
incidents

2021 Data Security Incident Response Report, BakerHostetler
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Map your data as soon as 
possible. This is the first step for 
meeting compliance. If you don’t 
know the movement of your data, 
then it is difficult to add 
safeguards or mitigate the risks. 
Data flow is key to when trying to 
account for privacy debt.

Collaborate with your internal 
teams, like Marketing and HR, to 
determine what data is needed vs. 
what has been collected. Delete the 
data that you no longer need. Set a 
retention period for the data that 
you chose to keep so that you are 
constantly refreshing your data 
storage.  

Small wins. Find ways to mitigate 
current and future risks. Have you 
identified where your current risks 
lie? Is it from too much 
unnecessary data being stored? Is it 
from third-party data coming in or 
going out? Find where your risks 
are and add in small measures to 
lower the risks. 

Map it! Collaborate! InvestMitigate!
Lack of investment and 
mismanagement of data is what 
leads to privacy debt. Optimizing on 
a process and platform that helps 
you to document and store the 
information that you need to 
comply with Privacy Laws, locally 
and internationally, will save you a 
lot of money, and time in the long 
term.  



Mitigating Risk: 
Data Everywhere



How to mitigate your risk?

• Data Mapping
• Consumer Access Requests
• Vendor Risk Management 
• Automated Assessments
• Data Analytics



Data Mapping
• Document data transfers
• Expose data retention and other 

security risks identified during discovery
• Article 30 GDPR states that regulators 

can ask for a report at any time about 
the status of your data transfer



Consumer Rights 
Request

• Current Privacy Laws enable consumers greater 
rights in relation to their data.

• It is your responsibility to ensure that you can 
meet these requests when you receive them.

• Having a robust process for receiving and 
completing requests is simple when set up 
correctly. This can be a quick win for your 
business. 



Vendor Risk 
Management

• Managing your vendors is equally as 
important as your own internal systems

• Are you exposed to third-party risks?
• Identifying the risks that third parties pose 

to you can enable you to put in safeguards 
and periodically assess any potential risks





The Future of Facial 
Recognition Technology

Presented by Melinda McLellan
June 15 & 16, 2021



Defining Biometrics
• Biometric identification is a means by which an individual can be 

identified by evaluating a distinguishing biological trait or traits 
(biometric identifier)

• Biometric identifiers are unique biological characteristics such as:
• Fingerprints, voiceprints, hand and face geometry, retina and iris scans
• DNA and other genetic data
• Less common: gait, cardiac signature, earlobe geometry

• “Biometric identifiers” are a subset of the broader “biometric 
information” or “biometric data”



Common Use Cases

3

• Physical gatekeeping
• Device authentication
• Crowd control
• Public surveillance

Security Applications

• In-store surveillance (loss prevention,
customer satisfaction)

• Mood and demeanor evaluation
• Payment processing

Commercial Applications

Growing concerns about biases in 
algorithms and government abuse



U.S. Legal Landscape
• State Laws

• Illinois Biometric Information Privacy Act (“BIPA”)
• Texas Capture or Use of Biometric Identifier  (“CUBI”) Law
• Washington State
• CCPA and CPRA
• NYC Commercial Biometric Law (effective July 9, 2021)
• State Data Security Breach Notification Laws

• Federal Trade Commission Guidance
• Facial Recognition Bans



Illinois BIPA Overview
• From 2018 to the present, hundreds of BIPA cases have been filed in Illinois state 

and federal courts
• Regulates the “collection, use, safeguarding, handling, storage, retention, and 

destruction of biometric information and identifiers”
• Includes a private right of action for violations
• Requirements 

• Provide notice that a biometric identifier or biometric information is being collected or stored, and 
inform the individual of the specific purpose and length of term for the collection, use, or storage

• Obtain written consent prior to collection
• Develop a written policy establishing a retention schedule and make the policy publicly available

• Restricts further disclosure of biometric identifiers or information (with limited 
exceptions)

• Attempts to amend the law, including in 2021, have failed



Facial Recognition Bans

6

• California and Oregon currently ban the use of facial recognition technology 
in police body cameras

• In 2019, Oakland, San Francisco, and Berkeley enacted bans on the use of 
facial recognition technology by state agencies

• Brookline and Somerville, Massachusetts banned government use of facial 
recognition technology

• Questions about whether “bans” are realistic given evolving and ubiquitous 
technology

• Counterpoint: value of facial recognition tools may outweigh risks in some 
situations (e.g., locating missing children, elderly persons)
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Questions?

Melinda L. McLellan
Partner – New York
212.589.4679
mmclellan@bakerlaw.com

@melindamclellan

mailto:mmclellan@bakerlaw.com


Breaking News Everywhere 
Linda Goldstein
Randy Shaheen



Artificial Intelligence

2

• AI = sentience in 
pop culture

• FTC - algorithm 
using machine 
learning to 
improve 
processes



Artificial Intelligence-FTC Blogs
• Transparency - data you collect and what you use it for
• Explain how AI impacts decisions
• Test for discriminatory outcomes – prior to use and 

periodically after

3

Using Artificial Intelligence and Algorithms
By: Andrew Smith, Director, FTC Bureau of 
Consumer Protection



AI – FTC Acting Chairwoman
• Harm from AI:

• Denial or higher cost of a benefit
• Denial of opportunity 

• What can go wrong
• Faulty inputs or conclusions
• Failure to test
• Proxy discrimination

4



Artificial Intelligence - EU
• Draft Regulation (Member states implement at their 

discretion) 
• AI Systems defined broadly – software that generates 

predictions, decisions etc.
• Registration of "high risk” AI systems
• Transparency – notify if interaction with AI is not obvious -

“deep fake”

5



Artificial Intelligence
• What is a “deep fake”
• https://www.tiktok.com/@deeptomcruise/video/693216629

7996233989

6



Dark Patterns

7

• To certain extent, new name for old practices
• Bait and Switch
• Hidden costs/drip pricing
• Failure to prominently disclose



Dark Patterns
• Manipulative user interface design that directs consumer 

behavior
• FTC/ABC Mouse $10 million
• California Privacy Rights Act:

• Similar definition
• Consent not valid if obtained through a dark pattern 

8



Dark Patterns
• Commissioner Chopra: “digital deception;” encouraged 

whistleblowers 
• FTC April 29 Workshop

• More effective against minorities, poor, less educated, and elderly
• Consent mechanisms are a “complete failure;” must be more 

consumer friendly

• DETOUR Act 
• Self-regulatory body and FTC rulemaking
• Must not encourage compulsive usage among children

9



Dark Patterns – 3 Areas to Watch - (1) Manipulation
• Advertising is in part manipulative

• Is too much manipulation unlawful?

• Confirm shaming e.g. “No, I don’t want to protect my 
privacy” 

• Impact on choice – Where is the line?
• What if knew for sure how to persuade a consumer?

10



Dark Patterns – (2) Obstruction
• Make choice more difficult
• Traditionally – Clear disclosure/Simple method
• Concerns about:

• Yes button in a more appealing color
• Longer path to reject or cancel

• Moving toward?
• Present choices neutrally
• Clearest disclosure/Simplest method

11



Dark Patterns - (3) Vulnerable Groups
• FTC Deception Statement

• Advertising directed to kids, elderly

• Same focus now on general audience advertising?
• Perceived by persons of color, less-educated, English as second 

language etc?

12



Renewed Enforcement of Mail Order Rule
• Five cases since pandemic

• Most involved PPE/ COVID-19 
products 

• Fashion Nova: $9.3 million
• Two-day shipping promise
• Gift cards as refunds 

13



Mail Order Rule: Best Practices
• Beware of Holiday Promises

• Good faith/carrier delays are no excuse

• Focus beyond just Shipping Promise
• Sufficient inventory
• Timely delay notices
• CASH Refunds in 7 days 

• Review Internal Policies 
• Monitoring of inventory
• Tracking delays
• Process for sending notices/refunds 

14



Consumer Reviews

• Sunday Riley, 2020: Posted fake reviews to inflate star ratings
• Urthbox, 2019: Free products for positive consumer reviews
• NAD - Pyle Audio, Inc. (NutriChef Vacuum Sealers) (August 

2019)

15



Consumer Reviews
• FTC Endorsement Guides: Must disclose “material 

connection”
• Material Connection?

• Free product, discount, sweeps entry or reward program points.
• Charitable donation – “err on the side of caution”

16



Consumer Reviews
• Moderating Reviews

• Consumer Review Fairness Act
• Private information
• Abusive, obscene, offensive
• Unrelated to product/service
• Clearly false or misleading

• FTC concerns
• Failure/delay in posting bad reviews
• Automatic filter settings

17



Breaking News: SCOTUS Decision in AMG Capital
• The Decision:

• FTC lacks authority under Section 13(b) to obtain monetary relief
• Section 13(b) expressly authorizes FTC to obtain  “permanent injunctive”
• Courts for decades interpreted that authority to include other “equitable” relief such 

as disgorgement and restitution- SCOTUS disagreed
• FTC Act only authorizes FTC to obtain monetary relief in federal court after 

obtaining an administrative cease and desist order
• FTC use of 13(b) bypassed administrative process set up in FTC Act 

under Sections 5 and 19 
• FTC free to seek Congressional amendment



Breaking News: SCOTUS Decision in AMG Capital
• Implications

• FTC can still obtain equitable monetary relief but process is more 
cumbersome

• Authority to obtain restitution vs. disgorgement may also be in play post Liu
• FTC can still obtain civil penalties in federal court for Rule violations and 

contempt
• Administrative procedure offers more due process and statute of 

limitations
• FTC likely seeking Congressional amendment  to FTC Act



Breaking News: SCOTUS Decision in AMG Capital
• What’s Happening

• FTC looking for creative ways to obtain money
• Partnering with States
• Increased enforcement of Trade Regulation Rules and broader interpretations

• Impact on existing cases
• Shifting focus in current investigations
• Amending complaints in current litigation 
• Opposing motions to dismiss as “premature”

• Increased enforcement of Trade Regulation Rules 



E-(verywhere) Commerce Hot Topics

The Consumer Buy 
Flow

New E-Commerce 
Formats

• Shoppable Ads
• Social Commerce 
• Voice Search

Subscription Based 
Commerce

Targeted 
Advertising/IBA Enforcement Trends On the Horizon

SCOTUS Decision on 
Sec 13(b)



First impression/misimpression
• Cannot be cured later in the buy-flow

Earlier disclosure of material information
• Before consumer makes decision to buy

– Before the consumer gets to the cart
– Watch language on submit buttons

Disclosure of Hidden/Unexpected Costs and Fees

Editable and Itemized Shopping Carts 

New Focus: Dark Patterns

The Consumer Buy Flow/Website Design



Hidden Fees/Costs



Hidden Fees/Costs



Hidden Fees/Costs



Shoppable Ads



Shoppable Ads: Legal Considerations
• Disclosure Challenges

• FTC .com disclosures apply
• Space constrained ads on steroids

• Consumer journey is truncated



Shoppable Ads
• Disclosure Challenges

– Compounded by FTC  Trends
 Space constraints are no excuse
 Earlier disclosures
o When consumer makes decision to buy
 Material disclosures should be in the audio and video
 Material disclosures must be “unavoidable”



• Product Depiction/Performance
– Old product demonstration rules apply
– Heightened risk with AR/VR
 Ensure consumers can distinguish 

between real and personal product 

Shoppable Ads



Shoppable Ads

• Fantasy or Product
Demonstration



Social Commerce



Benefits
Consumers don’t have to leave the site

Risks
Disclosure challenges exacerbated when consumer is not redirected to your site
Potential liability for “errors”
Potential loss of your own terms of use protections where purchase is not made 
on your site
• Arbitration provisions
• Limitations of liability
• Incorporate by reference

Social Commerce



Chatbots: Legal Considerations
The California Bots Act

•Applies to platforms with more than 10 million unique users
•Requires clear and conspicuous disclosure that “bots” are being used

Policies and Procedures
•Ensure info being fed is consistent with internal policies, procedures and applicable regulations

Use in Advertising and Promotion
•Ensure information is up-to-date
•If sponsored/promoted, disclosure required

Website T’s and C’s
•Include appropriate disclaimer; i.e., information is computer generated/ consumer responsible for checking accuracy

Data Collection
•Data privacy policies must be updated to disclose what data is being collected, how it is being used/shared

Customer Service Record Retention
•Consider how this information will be retained
•May be needed for future defenses; regulatory/class action



Subscription Based Economy



Subscription Based Economy



Subscription Based Marketing
• Heavily regulated at Federal and State level

– Federal: ROSCA
 Applies to on-line transactions
 Three key requirements: 

o Disclosure of material terms before obtaining consumer’s billing information
 FTC: Before consumer enters billing information and adjacent to consent

o Express informed consent before charging the consumer
 FTC: Check box/Signature/Similar method

o A simple method of cancellation
 FTC: As simple

 Penalties: $40,000 per violation



Subscription Based Marketing
• ROSCA: New 13(b) Alternative?
• FTC v. Movie Pass

– Inaugural use of ROSCA to failure to disclose material information about the 
underlying goods or service- unerelated to the negative option deemed a violation 
of ROSCA
 Defendants allegedly used tactics to prevent/discourage consumers from using the service
 FTC:
o ROSCA requires that firms be truthful with consumers when marketing negative option services—such 

as subscriptions—over the Internet. This means disclosing all material terms,and obtaining consumers’ 
informed consent before charging them.



Divided Commission

• ROSCA Section 8403 plainly states that for goods or services sold 
through a negative option feature, the seller must “clearly and 
conspicuously disclose all material terms of the transaction.” The 
respondents here did not disclose all material terms. Therefore, these 
facts, as alleged, in my view support a violation of ROSCA.

• This case will serve as notice to the market, and future violations of this 
type may well warrant civil penalties.

Commissioner 
Wilson

Commissioner 
Phillips

• The novelty here is that, for the first time, the Commission is treating a 
deception about the characteristics of the underlying product—not the 
negative option feature—as a violation of ROSCA

• The negative option is the aggressive tactic that Congress was 
concerned about…there is nothing in the statute—and little, for that 
matter, in the legislative history—to suggest congressional intent to 
regulate disclosures about the products or services being sold, as 
opposed to disclosures about the negative option



Subscription Based Marketing
• ROSCA Does Not Pre-empt State Law 

– 27 state laws; most focused on “renewal notices
• Problem States:

– California/New York
 Stricter than ROSCA/not limited to online
 Detailed disclosure requirements

o Specific terms
o Type size/placement requirement

 Affirmative Consent
 Written acknowledgment
 Online method of cancellation for online orders

– Vermont: Bolded language; double opt-out
– Washington, DC: free trial notice within 15-30 days prior to 

renewal
– North Dakota: No renewals for longer than 6 mos

• Free Trials
– Heightened risk
– First impression/misimpression
– FTC Guide- material conditions disclosed in close 

proximity







Subscription Based Marketing: Best Practices 
Disclosure of Material Terms

• Above the submit button
• In close proximity to consent (California requires)

Affirmative Consent 
• Check box or properly labeled button (i.e., place my order not send me my free trial)

Carefully Review Your Cancellation and Back End Procedures

Check All State Laws; Review Notice and Renewal Procedures

Monitor Complaints/ Chargeback Rates



Targeted Advertising/OBI
Under heavy scrutiny by FTC

Major priority for this FTC

Key issues:
• Privacy: Do consumers have adequate notice of how their data is being shared
• Exposure to Deceptive Advertising: Whose monitoring
• Discriminatory Segmentation: Is segmentation resulting in discriminatory offers to underserved 

populations



Targeted Advertising/OBI
• Enforcement Trends

– Subpoenas issued to 9 social media and video streaming 
companies
 How do they use, track or derive PI
 How do they determine which ads and other content are shown to 

consumers
 How do they measure, promote research consumer engagement



Targeted Advertising/OBA
• Enforcement Trends

– Deep dive into segmentation methodology
– More stringent notice and consent requirements
– Focus on sensitive personal information

 Health information even if not HIPPA protected
 Facial recognition and other biometric data
 Geo-location data

– Potential liability for content of ads/deceptive offers- FTC expects some 
due diligence



Other Enforcement Trends 
• Hot Buttons:

– CBD products
 7 cases since December
 Range of products
o Gummies, oils, creams, capsules

 Range of claims
o Disease prevention and treatment claims
o More benign claims- mood, anxiety, depression

 Bottom Line: Cannot rely on marijuana research/Independent clinical 
testing required

– Cryptocurrency
 FTC warns of “scam” investments



Detailed scrutiny of consumer 
behavior data
•  Click thru rates
•  Time spent on site
•  Time spent on sections of the site
•  If you collect it you will need to produce it

New theories of liability

Consumer “time” spent navigating the site or on 
the app while viewing ads is “money”

Other Enforcement Trends 



The Shiny New Object: NFT’s



Questions







Trend: Shoppable Ads



Subscription-Based Marketing:  Best Practices 
Disclosure of Material Terms
• Before the consumer “enters” billing information
• Above and in close proximity to “submit” button

– California: Larger type or same type size and set apart

Affirmative Consent
• Check box or other affirmative mechanism
• Clear consent to the negative option

– Vermont: Double opt-in

Cancellation
• Online for online transactions
• KIS – limit # of steps/clicks and save a sales
Free Trials
• Beware of first impression/misimpression
Monitor
• State laws
• Consumer complaints 
Include arbitration provision



Everywhere Commerce:
Preparing for the Post-Cookie World 

While Navigating Digital Brand 
Safety 

Presented by
Jerry Ferguson, gferguson@bakerlaw.com
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June 15, 2021
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AGENDA
I. COOKIE TALK 101
II. PRIVACY LAWS AND COOKIES
III.         COOKIE-POCALYPSE – THE BIG TECH PHASE OUT OF THE 

THIRD-PARTY COOKIE 
IV. EMERGING INDUSTRY ALTERNATIVE COOKIE LANDSCAPE
V. CONTEXTUAL ADVERTISING AND BRAND SAFETY
VI. BEST PRACTICES TO PREPARE FOR THE 

POST-COOKIE WORLD



WHAT IS A COOKIE? 

ALL COOKIES ARE NOT 
CREATED EQUAL

FIRST PARTY v. THIRD PARTY 

1. Necessary, Preference, and 
Performance Cookies

2. Persistent and Session       
Cookies

3. First Party Cookies
4. Third-Party Advertising, 

Targeting and Tracking 
Cookies

COOKIE TALK 101



Third Party Cookies Digital Ad Use Cases

Identification

Behavioral 
Targeting 

and 
Retargeting 

Frequency 
Capping

Measuring 
Performance Attribution

Audience 
Activation

Cookie 
Synching

COOKIE TALK 101



Cookies considered 
Personal Data

Need Consent to Use All 
Non-Essential Cookies

IAB User-Consent 
Framework 

ePrivacy Directive and 
ePrivacy Regulation

GDPR and EU

PRIVACY LAWS AND COOKIES



CCPA
Businesses that sell PI are required to disclose that they sell PI and 
provide consumers with right to opt-out of the sale of PI through a 
DNS link.
Sale is broadly defined. 
Becoming increasingly likely that allowing third-party cookies on a 
business’s website constitutes a sale of personal information. 

CPRA
Explicitly allows consumers to restrict businesses from sharing PI for 
cross-context behavioral advertising. 

VCDPA
Allows consumers to opt-out of targeted advertising. 

Other Pending Privacy Legislation
Require opt-in consent from consumers to process any PI.

US State Laws

PRIVACY LAWS AND COOKIES



BY 2022 MOST INTERNET BROWSERS WILL NOT SUPPORT THIRD-PARTY  COOKIES
• SAFARI, FIREFOX, MOZILLA have all phased out or in process of phasing out third-party cookies
• Google will not only eliminate third-party cookies from its Chrome browser but will also stop selling ads based on 

individuals’ browsing activity across multiple websites.

Apple App Tracking Transparency Framework and iOS14.5
• Will require consumer opt-in consent for:
Displaying targeted ads based on user data collected from apps and websites owned by other companies.
Sharing device location data or email lists with a data broker.
Sharing a list of emails, advertising IDs or other IDs with a third-party advertising network.
Placing a third-party software development kit in an app that combines user data from

the company’s app with user data from other developers’ apps to target advertising.

COOKIE-POCALYPSE – THE BIG TECH 
PHASE OUT OF THE THIRD-PARTY COOKIE 



THE EMERGING COOKIE-FREE
AD TECH LANDSCAPE

First Party 
Data

People 
Based 

Identifiers

Privacy 
Sandbox

Walled 
Gardens

Federated 
Learning of 

Cohorts

Apple SKAd
Network

Contextual
Advertising 

Anonymous 
Identifier 

and Platform 
Solutions



Consent Based Anonymous Identifiers
Consumer consents to 
creation of anonymous 
identifier tied to actual 

identity

• Hashed email (UID 2.0)
• Randomly generated 

numeric code (Criteo)

Incentives

• Premium content
• Making business case for 

relevant advertising

Challenges

• Know your customer
• Build trust
• Create incentives



• The practice of placing ads on web pages based on the content of those pages.  
• When advertisers target context, they do so based on the environment in which the 

audience is browsing.
Contextual Advertising

• Enables a brand to avoid content that is generally considered to be inappropriate for 
any advertising, and unfit for publisher monetization regardless of the 
advertisement or brand.

Brand Safety

• Enables a brand to determine content for an individual advertiser’s goals: 
Help a brand to avoid content that is specifically inappropriate for its unique 

sensitivities and values but may be appropriate for another brand, or
Allow content that is aligned with a brand based on its context, sentiment, tone, 

creative messaging, and other qualifying factors. 

Brand Suitability 

CONTEXTUAL ADVERTISING, BRAND 
SAFETY AND BRAND SUITABLILITY



Brand Safety/
Suitability Tools

• Brand Safety & Suitability Categories
• Inclusion & Exclusion Lists
• Keywork Blocklists
• Leveraging Sentiment & Contextual AI
• Pre-bid planning/targeting
• Post-bid detection/blocking 

Considerations in Brand Safety/
Suitability Agreements

• Industry Standards, Guidelines and 
Accreditations

• Technical Capabilities
• Ad Placements
• Target audience
• Payment, Terms, and Remedies

CONTEXTUAL ADVERTISING, BRAND 
SAFETY AND BRAND SUITABLILITY



Know your 
First Party Data

Audit Third 
Party Cookies 

Marketing 
Practices

Assess Walled 
Gardens & 

People Based 
and User ID 

Solutions

Develop 
Contextual Ad 
Targeting Plan

Create Consent 
Based Privacy 
First Customer 

Framework

Contract 
Review and 

Amendments

BEST PRACTICES TO PREPARE FOR
THE POST-COOKIE WORLD 
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Is Data an Asset?

• In 1975 intangible assets accounted for 17% of the market value of 
the S&P 500. 45 years later, intangible assets make up 90% of S&P 
500 market value.

• More and more companies are treating their data like assets, but is it?



Data Lifecycle

• Collection
• Purchase data/ record (EMR/financial) data/ event stream/ real time data 

collection

• Storage
• Cloud infrastructure/data warehouses

• Formatting
• Structuring/cleaning raw data



Data Lifecycle

• Analysis
• Workflows/predictive analytics/data model training/AI

• Reporting
• Dashboards/ data visualizations/ reports



Avenues of Protection

• Copyright
• Databases, data management software, reports

• Trade Secret
• Data that can be kept from the public domain

• Patent
• Machine learning techniques, but not the data itself

• License
• Ability to restrict access to raw data = licensing opportunities



U.S. Copyright Protection for Data

• “Raw Data” to the extent purely factual should not be subject to any copyright 
protection

• "Raw facts may be copied at will."
• Feist Publications, Inc. v. Rural Telephone Service Co.,Inc., 499 U.S. 340, 350, (1991)

• “[O]riginality, not “sweat of the brow,” is the touchstone of copyright protection in directories 
and other fact-based works.

• Original selection, coordination and arrangement of the facts may be protected.



Protectable Features of Databases

• Databases generally have copyright protection in the US
• Per the Compendium sec. 1002.6—”[A] database generally consists of two fundamental 

elements: 
• (i) a data set or multiple data sets, and 
• (ii) an information retrieval program or system that serves as the sole entry point into the underlying data, 

information, or files. 

• Typically, the party that created the information retrieval program or system is 
not the same party that created the copyrightable content contained within the 
database. 

• Registration covers selection/coordination/arrangement, not data itself



Protectable Features of Databases

• Database schema. DSMC, Inc. v. Convera Corp., 479 F. Supp. 2d 68 (D.D.C. 2007)

• SQL data structures–
• “organization of data into tables, the selection of column elements for the tables, the names, 

data types, and sizes of column elements” Positive Software Solutions, Inc. v. New Century Mtg Corp., 259 
F.Supp.2d 531,536 (N.D.Texas 2003)

• Selection and coordination of data fields.  Harbor Software, Inc. v. Applied Sys., Inc., 925 F. Supp. 1042 
(S.D.N.Y. 1996)



Protectable Features of Databases

• Link structure and navigational information for online tools database. Snap-On Bus. 
Solutions Inc. v. O'Neil & Assocs., 708 F. Supp. 2d 669, 685 (N.D. Ohio 2010) 

• Data warehouse design and data models. eScholar, LLC v. Otis Educ. Sys., 2005 U.S. Dist. LEXIS 40727 
(S.D.N.Y. Nov. 3, 2005)



Extraction of Information v. Extraction of 
Structure

• Assessment Techs. of WI, LLC v. WIREdata, Inc., 350 F.3d 640, 644 (7th Cir. 2003)
• “all that matters is that the process of extracting the raw data from the database does not 

involve copying [data management software], or creating … a derivative work; 
• “all that is sought is raw data, data created not by [plaintiff] but by the assessors, data that 

are in the public domain.”

• Madison River Mgmt. Co. v. Bus. Mgmt. Software Corp., 387 F. Supp. 2d 521, 537 
(M.D.N.C. 2005)

• Nightly running of reports not a fair use, “necessitates using the [plaintiff’s] data structure. In 
fact, the complex … structure, the subject of the copyright, appears to be the very advantage 
of running the reports from the [plaintiff] database instead of from raw data.” 



U.S. Trade Secret Laws

• Trade secrets can include “a compilation of information from which 
independent economic value may be derived, based on the information’s 
lack of general availability.” InfoDeli, LLC v. Western Robidoux, Inc., 2016 WL 6921624, W.D. Mo., 
W.D., Case No. 4:15-CV-00364 (Aug. 26, 2016)

• Compulife Software Inc. v. Newman, 959 F.3d 1288 (11th Cir. 2020)
• Compilation of publicly available life insurance quotes on publicly 

accessible database qualifies as a trade secret



U.S. Trade Secret Laws

• Ability to exclude, coupled with ability to keep secret, can make for 
powerful trade secrets.

• Reasonable measures must be undertaken to keep secret, and 
appropriate confidentiality measures instituted at each link of the 
data analysis chain.

• Moreover, licensing access to data sets poses unique challenges to 
maintaining trade secret protection.

• Not a per se waiver, but increases chances of leaks



Contractual Covenants
• Agreement to treat data as IP, even if IP protections questionable.
• Robust contract rights can act as a proxy for IP rights, creating 

obligations very similar to IP rights.
• Royalty
• Restrictions on fields of use
• Restriction on competitive uses

• SAS Institute, Inc. v. World Programming Limited, 874 F.3d 370 (4th Cir. 
2017)

• Decompiler software not protectable by copyright, but reverse engineering prohibited 



Everything You Need to Know About NFTs

In 10 minutes or less



The NFT Market has Arrived … 
Historical 
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May
2021  
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2021  

CryptoPunks
Christies 

($17 Million)

Mick Jagger 
Single

April
2021  

April
2021  

Baseball 
Cards

($13 Million)
Magazine 

Covers 
($435,000)

NBA 
Highlights 

($599 Million)

March
2021  



What are Nonfungible Tokens (NFTs)?
Blockchain tokens attach to digital media to create a uniquely identifiable digital media file.

Blockchain Token Digital Media File
Uniquely Identifiable Digital Media File



Ethereum 101
Financed by crowdfunding and launched in July 2015, the Ethereum Network 
harnesses the inherent characteristics of the Bitcoin Network to create a public, 
permissionless blockchain network intended to be used as a public platform for 
application development – in contrast to the payment system intended by Bitcoin.

Some of the key innovations offered by Ethereum

Smart Contracts Token Creation DAOs & DeFi

Logic rules can be 
programmed into the Ethereum 

blockchain to automatically 
execute specific transactions 

upon the occurrence of 
predefined criteria. 

Anyone can create their own 
new and unique 

“cryptocurrency” or “digital 
token” which can be traded 

on the Ethereum blockchain.

Distributed Autonomous 
Organizations and 

Decentralized Finance 
protocols operate on smart 
contracts, without the need 
for human decision-making.

NFTs

ERC721 tokens are unique 
“non-fungible” tokens with 

each token having an 
individual identifier that is 

verifiable on the blockchain.



NFT Technical Concepts
ERC721 tokens must be 
designed, minted, stored 

and transferred on 
Ethereum or another 
blockchain network.

The ERC721 token is 
programmed to “point” to 
the media file, which is 
stored in a traditional 

hosted database or in a 
decentralized file storage 

system, such as IPFS. 

The ERC721 token is held in a 
blockchain wallet registered to the 

user.  Middleware links the media file 
for display on the “surface level” web.



NFT Vendors
Dozens of NFT technical vendors are now available, each with their own unique 
characteristics.



NFT Vendors
Just as with a media file, contractual terms and conditions can also be attached to an NFT.

Blockchain Token

Digital Media File
Uniquely Identifiable 

Digital Media File
Clickwrap T&Cs



NFT Vendors
In many cases selling NFTs means accepting cryptocurrencies as payment, which 
requires support for receipt, custody and conversion to USD.



NFT Market Concepts
Smart contracts can be programmed to prevent secondary NFT transfers unless 
clickwrap T&Cs are signed and ETH “perpetual royalty” payments are made.



NFT Legal and Regulatory Risks

Cryptocurrencies 
are 

“money”

Cryptocurrencies 
are 

“property”

Cryptocurrencies 
are 

“securities”

Cryptocurrencies 
are    

“commodities”

NFT sales may be subject 
to “know your customer” 
requirements and other 
anti-money laundering 
requirements of the Bank 
Secrecy Act (BSA).

Income from NFT sales 
may be treated as sales 
of property requiring 
calculation of basis and 
gain/loss.

FinCEN and IRS Regulations Will Apply

Application of CFTC and SEC Regulations is Unclear



NFT Legal and Regulatory Risks
Litigation may arise in traditional areas, such as copyright disputes, and emerging areas 
related to the legal classification of NFTs and blockchain tokens.

 On May 12, 2021, Dapper Labs, creator of NBA Top Shot, a 
digital marketplace for NFTs sold as collectible highlight videos 
called “moments,” was sued in a private class action lawsuit, with 
plaintiffs asserting that the NFT Top Shot moments are securities. 

 The basis of the lawsuit centers on the argument that the Top 
Shot NFTs are securities because they satisfy the Howey Test –
a four-pronged analysis that courts and the SEC use to 
determine whether an instrument is a type of security called an 
investment contract. 

 Among other things, the complaint alleges that Dapper Labs 
“used their control over the platform to prevent investors from 
cashing out” their NFT purchases.

https://www.theblockchainmonitor.com/2021/03/nft-sales-launch-fintech-firms-launch-crypto-initiatives-ny-dfs-approves-crypto-firms-cftc-and-irs-target-crypto-crimes-defi-project-hacked/#NFTs
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Risk Areas in Digital Commerce
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Payment Trends
• Increase in use of digital wallets (70% of e-commerce 

transactions in China | 30% in US) (payment card and cash 
usage declining)

• Digital and physical payments convergence – omnichannel 
(e.g., buy online pickup in store (BOPIS))

• Loyalty – loyalty as currency (not just reward)
• Online content - subscriptions









Payment Card Security Incidents
• “Magecart” type attacks

• Source code repository
• Web server 
• Payment applications (e.g., Magento)
• Supply chain (third parties that supply code to sites – S3 buckets, chat bots)

• Technological solutions – impact of tokenization & iFrames, page integrity
• Financial impact – lawsuits, card networks assessments, and regulatory 

investigations



ATOs – Account Takeovers
• Three components: (1) preventative measures, (2) detect and 

investigate, and (3) communication/resolution with customers.

• ATO Prevention Measures (bot mitigation, WAF, authentication, 
reCaptcha)

• ATO Detection and Response (logging/monitoring, fraud, trends)
• Customer Notice/Resolution
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